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Vulnerabilities in Websites Ą Exploits

ÅWeb software is buggy
ÅAttackers find and exploit these bugs
ÅData is stolen / Corrupted
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Why is DIFC a cult?



Who Needs to Understand DIFC?
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²Ƙȅ ƛǎ ¢ƻŘŀȅΩǎ 5LC/ DIFfiCult?

ÅLabel systems are complex

ÅUnexpected program behavior

ÅCannot reuse existing code

ïDrivers, SMP support, standard libraries



Unexpected Program Behavior 
(Unreliable Communication)

Process qProcess p
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Unexpected Program Behavior 
(Mysterious Failures)

Process pProcess q File



Solution/Outline

1. Flume: Solves DIFC Problems

ï User-level implementation of DIFC on Linux

ï Simple label system

ï Endpoints: Glue Between Unix API and Labels

2. Application + Evaluation

ï Real Web software secured by Flume
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Flume Implementation

ÅGoal: User-level implementation

ïapt - get install flume

ÅApproach:

ïSystem Call Delegation [Ostiaby Garfinkelet al, 
2003]

ïUse Linux 2.6 (or OpenBSD3.9)
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Three Classes of Processes
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Information Flow Control (IFC)

ÅGoal: track which secrets a process has seen

ÅMechanism: each process gets a secrecylabel

ïLabel summarizes which categories of data a 
process is assumed to have seen. 

ïExamples:
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Tags + Labels

Process p tag_t HR = create_tag ();

Sp = {}

Dp = {}Dp = { HR }

Universe of Tags: Finance

Legal

SecretProjects

change_label ({Finance});

Sp = { Finance }Sp = { Finance, HR }

HR

change_label ({ Finance,HR });

change_label ({Finance});

change_label ({});

DIFC: Declassification 
in action.

Same as Step 1.

Any process can add 
any tag to its label.
DIFC Rule: A process can 
create a new tag; gets 
ability to declassify it.



Communication Rule

Process qProcess p

Sq = { HR, Finance}Sp = { HR}

P

p can send to q iff Sp Sq
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Recall: Communication Problem

Process p
stdinstdout
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Sq = { HR}

?

Sp = {}
Dp = { HR }

Process q



New Abstraction: Endpoints

f

Sf = { HR }Se = { HR }

Process qProcess p

Sp = {}
Dp = { HR }

e

ÅIf Se Sf , then allow e to send to f
ÅIf Sf Se , then allow f to send to e
ÅIf Sf = Se , then allow bidirectional flow 

Sq = { HR}
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