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Vulnerabilities in Websites Ą Exploits

ÅWeb software is buggy
ÅAttackers find and exploit these bugs
ÅData is stolen / Corrupted
ïά¦{!WƻōǎΦƎƻǾ Ƙƛǘ ōȅ aƻƴǎǘŜǊΦŎƻƳ ŀǘǘŀŎƪΣ мпсΣллл ǇŜƻǇƭŜ 
ŀŦŦŜŎǘŜŘέ

ïά¦b ²ŜōǎƛǘŜ ƛǎ 5ŜŦŀŎŜŘ Ǿƛŀ {v[ LƴƧŜŎǘƛƻƴέ
ïάtŀȅǊƻƭƭ {ƛǘŜ /ƭƻǎŜǎ ƻƴ {ŜŎǳǊƛǘȅ ²ƻǊǊƛŜǎέ
ïάIŀŎƪŜǊ !ŎŎŜǎǎŜǎ ¢ƘƻǳǎŀƴŘǎ ƻŦ tŜǊǎƻƴŀƭ 5ŀǘŀ CƛƭŜǎ ŀǘ /{¦ 
/ƘƛŎƻέ

ïάC¢/ LƴǾŜǎǘƛƎŀǘŜǎ t9¢/hΦŎƻƳ {ŜŎǳǊƛǘȅ IƻƭŜέ
ïάaŀƧƻǊ .ǊŜŀŎƘ ƻŦ ¦/[!Ωǎ /ƻƳǇǳǘŜǊ CƛƭŜǎέ
ïάwŜǎǘǊǳŎǘǳǊŜŘ ¢ŜȄǘ LƴŎƭǳŘŜ 5ƛǊŜŎǘƛǾŜ 5ƻŜǎ bƻǘ wŜǎǇŜŎǘ !/[ǎέ



Decentralized Information Flow 
Control (DIFC)

Layoff 
Plans

Free 
TShirts

Web AppWeb App

Declassifier

CEO

P

Intern



Decentralized Information Flow 
Control (DIFC)

Layoff 
Plans

Free 
TShirts

Web AppWeb App

Declassifier

CEO

Intern

/ tmp
File

Helper 
Process


